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ABSTRACT

Using the LoTRS benchmark dataset, this study has investigated the computational performance and signature-size trade-offs of lattice-based
post-quantum threshold ring signatures (LoTRS). The analysis was performed on 14 benchmark configurations, the main evaluation being based
upon eight threshold ring-signature settings obtained by setting (N=32) and (N=100) and by varying the threshold. The performance was
evaluated by the key generation, key aggregation, signing and verification times and communication and storage overheads by the signature,
public-key, secret-key and ring public-key sizes. The figure indicates that the number of threshold and ring size have a significant impact on
signing and verification costs. The signing time was 97.81 to 923.60 ms and verification time was 33.95 to 311.00 ms for the main
configurations. In comparison, the size of the signature grew comparatively slowly from 42.91 to 54.82 KB. The most significant gains with
respect to configuration were in key-aggregation time and ring public-key size. Additional analyses using correlation and regression also showed
a high correlation between threshold level and computational cost and a high correlation between ring size and signature size. It is seen that
LoTRS provides a relatively moderate growth in the signature size while the computational overhead has increased significantly, thus pointing to
a key scalability trade-off for practical implementation of post-quantum cryptography.

Keywords: post-quantum cryptography; lattice-based cryptography; threshold ring signatures; signature size;
computational performance
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1. Introduction

As quantum computing advances rapidly, fears have grown that traditional public-key cryptographic systems will
not be secure in the future. With sufficiently powerful quantum computers, algorithms that rely on integer
factorization and discrete logarithms are susceptible to being broken, making it necessary to have cryptographic
mechanisms that are secure in the "post-quantum" age. Lattice-based cryptography is one of the few alternatives
that has received a lot of attention due to its solid foundations, efficiency and flexibility to build complex
cryptographic primitives. There are several areas where lattice assumptions have already been used to power
practical post-quantum ring signatures and compact signature schemes, as well as privacy-preserving transaction
mechanisms (Alberto Torres et al., 2018; Esgin et al., 2019; Lu et al., 2019). They have also paved the way for
deniable and revocable ring-signature constructions for privacy-sensitive applications (Gao et al., 2019; Wen et al.,
2023).

Ring signatures are a way of letting a particular member sign for a group without showing the other members. This
property allows for anonymous and decentralized authentication, without using a central group manager. Threshold
ring signatures generalise this idea to make it so that only a number of co-operating participants produce a valid
signature. These kinds of builds are, therefore, able to incorporate signer anonymity and distributed authorization.
The theory of threshold ring signatures has been solidified by formal definitions and post-quantum security models,
and later on, better efficiency and security notions have been developed (Haque et al., 2022; Munch-Hansen et al.,
2021). Moreover, logarithmic-size constructions have been demonstrated to realize threshold functionality using
smaller representations of the signatures present a broader interest in the design of threshold ring signatures using
codes (Haque et al., 2022; Ren et al., 2022).

What makes lattice-based threshold ring signatures particularly appealing is the fact that they are quantum-resistant,
anonymous, and collaborative with a single cryptographic framework. Recent efficient constructions of ring
signatures have shown that lattice-based designs give rise to practical instantiations without compromising privacy
properties that are strong enough to be considered useful (Yuen et al., 2021). More efficient communication
overhead can be achieved with compact constructions based on learning-with-errors assumptions (Chatterjee et al.,
2021). There has also been related work on multi-signature over a lattice that proves that distributed signing can be
achieved efficiently with limited interaction and structured commitments (Damgard et al., 2022; Fleischhacker et
al., 2022). Recent advances have enhanced the efficiency of two-round multi-signatures and simulation techniques
(Chen, 2023; Fleischhacker et al., 2023).

Even with these developments, there are still challenges to real-world application, including a balance between
security and computational and communication efficiency. The size of the ring and threshold level significantly
impact signing time, verification time, and key aggregation costs and a high threshold size will create a larger
signature size that will require more transmission and storage costs. Hence, it is important to consider the trade-offs
between the computational complexity and signature size in practical lattice-based ring-signature systems
(Chatterjee et al., 2021; Haque et al., 2022; Lu et al., 2019).

It studies and compares the performance and signature-size trade-offs of lattice-based threshold ring signatures with
various ring-size and threshold parameters. In particular, it considers the signing time, verification time, key
aggregation cost, and signature size to see how altering the ring and threshold parameters affects the efficiency of
computation and communication.

2. Materials and Methods

2.1 Dataset and Source

The lattice-based post-quantum structured threshold ring signature benchmark dataset with the LoTRS
implementation artifact was utilized for this study. The data analyzed was contained in the data.csv file, which lists
encoded-size and performance values for 14 different parameter configurations (Jagganath & Saarinen, 2026). The
dataset consists of five configurations for (N=32), five for (N=100) and four auxiliary configurations for (N=1).
The main threshold ring-signature configurations are (N\geq2) and (T\geq2) while (T=1) and (N=1) are used as
comparative controls. All of the benchmarks were run on a Linux x86_64 box.

2.2 Experimental Parameters
The main experimental variables were ring size (N) and threshold (T). For (N=32), threshold values of 1, 4, 8, 16,
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and 32 were evaluated, while (N=100) used threshold values of 1, 5, 10, 25, and 50. Four other (N=1)
configurations with thresholds of 2, 4, 8 and 16 were kept as multisignature controls. The performance differences
were studied mainly as a function of ring size and threshold, while the underlying lattice dimension was fixed
(d=128).

2.3 Computational Performance Variables

Key-generation time (keygen ms), key-aggregation time (kagg ms), signing time (sign_ms), and verification time
(verify_ ms) were used to evaluate computational efficiency, in milliseconds. The signing and verification
measurements were repeated for each principal benchmark configuration. Mean, median, and standard deviation
values were used to summarize the signing and verification results, when available. Both average and variance in
computational costs were measured using these below measures as the values of (N) and (T) increased.

2.4 Signature and Key Size Variables

The following criteria were used to measure communication and storage overhead: signature size (sig_bytes),
public-key size (pk bytes), secret-key size (sk_bytes), and ring public-key size (ring_bytes). Signature size was
considered the main size-related measure since this directly impacts the cost of the scheme's communication. The
size of the public key was also studied to evaluate the scalability of the full public-key system in terms of ring size
and threshold.

2.5 Data Analysis

Computational performance and encoded-size measurements were summarized over configurations using
descriptive statistics. Comparisons were made for the different ring size and threshold levels, absolute as well as
percentage changes were calculated to investigate the scaling behavior. To analyze the association between ring
size, threshold, execution time and signature size, correlation analysis was applied. A regression analysis was
performed when it was deemed appropriate to quantify the relationship between (N), (T) and the principal
performance outcomes. The primary trade-off analysis involved a comparison of communication to the signature
size to see if there were a proportional increase in communication overhead when the computational overhead was
increased. As a complement to the examination of key-aggregation time and ring public-key size was also looked at.

3. Results
3.1 Characteristics of Benchmark Configurations

A total of 14 configurations were used in the full benchmark grid, all fixing the lattice size to (d=128). Ring sizes
included (N=1), (N=32), and (N=100), with threshold values ranging from (T=1) to (T=50). The main set of
LoTRS analysis consisted of eight threshold ring-signature configurations both with (N\geq2) and (T\geq2): four
with (N=32) and four with (N=100). The other six configurations were for ring-signature-only or multisignature
control options. In the eight main configurations, the mean signing time varied between 97.81 and 923.60 ms, the
mean verification time was between 33.95 and 311.00 ms, and the mean size of the signature was between 42.91
and 54.82 KB. Key-generation time varied only slightly, while key aggregation, signing, verification and ring-key
size had significant variability as illustrated in Table 1.

Table 1. Descriptive Summary of LoTRS Benchmark Measurements
Measure Full Grid (n = 14), Full Grid Range | Main LoTRS | Main LoTRS

Mean (n =8), Mean Range
Key 8.34 8.11-8.64 8.35 8.21-8.64
generation
(ms)
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Key 37.00 0.57-224.20 62.48 7.17-224.20
aggregation

(ms)

Signing 206.25 40.44-923.60 305.23 97.81-923.60
time (ms)

Verification | 73.49 14.15-311.00 110.60 33.95-311.00
time (ms)

Signature 45,554 37,704-54,815 48,741 42,906-54,815
size (bytes)

Public-key | 9,636 9,636-9,636 9,636 9,636-9,636
size (bytes)

Ring-key 7,624,502 19,261-48,161,096 | 13,147,832 1,237,320—
size (bytes) 48,161,096

3.2 Signing Performance Across Ring Sizes and Thresholds

Both threshold level and ring size were found to be positively associated with signing time. In the case of (N=32),
the mean signing time goes from 97.81 ms at (T=4) to 268.20 ms at (T=32), which is a rise of roughly 174.2%. For
(N=100), the signing time rose more steeply from (T=5), from 226.00 ms to (T=50), with 923.60ms, thus by around
308.7%. Figure 1 also shows that the higher the threshold, the more expensive it is to sign, with the (N=100)

configurations much closer to the 1000ms limit.
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Figure 1. Signing Time Across Ring-Size and Threshold Configurations

3.3 Verification Performance

Verification showed a similar but less extreme scaling pattern than signing. For (N=32), mean verification time
increased from 33.95 ms at (T=4) to 81.88 ms at (T=32), an increase of 141.2%. For (N=100), verification time
rose from 76.56 ms at (T=5) to 311.00 ms at (T=50), corresponding to a 306.2% increase. Checking was always
quicker than authentication in all major configurations. Both the signature and verification costs also went up as the
ring and threshold configurations got bigger as indicated in Table 2.

Table 2. Signing and Verification Performance Across Principal LoTRS Configurations

N|T Signing Signing Signing Verificati | Verifica | Verification
Mean (ms) SD (ms) | Median (ms) | on Mean | tion SD Median
(ms) (ms) (ms)

321 4 97.81 49.62 89.92 33.95 1.97 33.73

32 | 8 118.20 82.06 89.11 42.36 5.32 40.79

32 |1 151.40 102.40 118.70 54.56 3.94 53.22
6

3213 268.20 180.50 203.50 81.88 5.46 79.94
2

10 | 5 226.00 115.00 183.90 76.56 4.35 75.44

0
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10 | 1 272.70 137.90 242.70 102.70 3.67 102.20
010
10 | 2 383.90 226.80 295.80 181.80 7.99 180.40
015
10 | 5 923.60 713.20 718.70 311.00 11.07 310.70
010

3.4 Key Generation and Key Aggregation Performance

The key generation time was very stable for all the main configurations, ranging from 8.21 to 8.64 ms. By contrast,
there was a significant increase in key-aggregation cost as the threshold was raised. In the case of N=32, the time
taken for aggregation increased from 7.17 ms to 49.57 ms, which is about 591.4%. For (N=100), it rose from 24.10
ms at (T=5) to 224.20 ms at (T=50), an increase of approximately 830.3%. As shown in Figure 2, key generation is
almost constant and key-aggregation time increases significantly with the threshold.
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Figure 2. Key Generation and Key Aggregation Performance Across Configurations

3.5 Signature-Size Characteristics

The size of the signature was correlated with the size of the ring, but only changed in a moderate way with the
threshold in the same-size ring. For (N=32), signature size ranged from 42,906 bytes at (T=4) to 44,124 bytes at
(T=32). For (N=100), it ranged from 53,217 bytes at (T=5) to 54,815 bytes at (T=50). The personal-key and secret-
key sizes were maintained at 9,636 and 32 bytes, respectively. Conversely, the size of the entire ring public-key
design quadrupled as (N) and (T) grew, to about 45.93 MiB in the biggest setup. As indicated in Table 3, the
growth of signature size was not quite as large as the growth of the complete ring-key structure.
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Table 3. Signature and Key Sizes Across Principal LOTRS Configurations

N | T | Secret Public Key Ring Public Signature Size Signature Size
Key (bytes) Key (MiB) (bytes) (KiB)
(bytes)
32 |4 |32 9,636 1.18 42,906 41.90
32 |8 |32 9,636 2.35 43,254 42.24
32 |16 | 32 9,636 4.70 43,745 42.72
32 |32 |32 9,636 9.41 44,124 43.09
10 |5 |32 9,636 4.59 53,217 51.97
0
10 | 10 | 32 9,636 9.19 53,586 52.33
0
10 |25 |32 9,636 22.96 54,282 53.01
0
10 |50 |32 9,636 45.93 54,815 53.53
0

3.6 Effect of Ring Size and Threshold on Signature Size

The impact of threshold growth on signature size was significantly lower than its impact on the computational
performance. In the (N=32) series, signature size was increased by just 2.84% while signing time increased by
174.2% when the threshold was increased from 4 to 32. Likewise, a signature's size rose by ~3.00% and signing
time by 308.7% when the value of (T) was raised from 5 to 50 for (N=100). The correlation of ring size with
signature size was (r=0.995) while the correlation of threshold level with signature size was (r=0.346). This can be
seen in Figure 3, where the within-ring signature-size growth is relatively shallow, but a distinction between the
(N=32) and (N=100) configurations exists.
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3.7 Performance—Signature-Size Trade-Off
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Figure 3. Signature Size Across Ring-Size and Threshold Configurations
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The trade-off analysis revealed that the increase in computational overhead was significantly higher than that of the
signature size with an increase in threshold complexity. At (N=32,T=4) the scheme took 2.33 ms of signing time
per KiB of signature, and 6.22 ms/KiB at (N=32,T=32). For (N=100), this ratio increased from 4.35 ms/KiB at
(T=5) to 17.25 ms/KiB at (T=50). The same trend was noticed in verification cost. In this way, the bigger
configurations were subject to significantly higher execution costs without a proportional increase in the final
signature. The configuration with the highest computation costs (N=100,T=50) had the lowest signature (53.53 KiB)
but took 923.60 ms to sign and 311.00 ms to verify, as shown in Table 4.

Table 4. Performance—Signature-Size Trade-Off Across Principal Configurations

N T | Signing Verification Signature Signing Verific | Ring PK
(ms) (ms) (KiB) ms/KiB ation (MiB)
ms/Ki
B
32 4 19781 33.95 41.90 2.33 0.81 1.18
32 8 118.20 42.36 42.24 2.80 1.00 2.35
32 16 | 151.40 54.56 42.72 3.54 1.28 4.70
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32 32 ] 268.20 81.88 43.09 6.22 1.90 941
100 |5 226.00 76.56 51.97 4.35 1.47 4.59
100 | 10 | 272.70 102.70 52.33 5.21 1.96 9.19
100 | 25 | 383.90 181.80 53.01 7.24 343 22.96
100 | 50 | 923.60 311.00 53.53 17.25 5.81 45.93

3.8 Overall Scalability Pattern

In general, threshold level was positively correlated with signing time (r=0.875), verification time (r=0.849), and
key-aggregation time (r=0.893). Performance in signing and verifying also had a strong relationship ((r=0.980)).
Signature size was found to be most related to ring size ((r=0.995)). In simple regression models with (N) and (T)
as predictors, the models accounted for about 90.9 percent of the variation in signing time, 93.2 percent of the
variation in verification time and 99.9 percent of the variation in signature size in the eight major configurations.
Such models were taken to be descriptive scaling relations but not population-level inferential estimates due to the

small number of benchmark configurations.

The general trend is thus that the rise in (N) and more so (T) significantly increases computational and ring-key
overhead, but final signature size increases much more slowly. This trade-off is visually summarized in Figure 4 by
the dramatic increase in the cost of signing and verification in comparison with the relatively limited increase in
signature size.
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Figure 4. Signing and Verification Performance Versus Signature Size

4. Discussion

The results show a clear computational trade-off due to the increase in ring size and threshold in the LoTRS
benchmark. Signing time exhibited the greatest growth with the larger (N=100) configurations, and verification
time followed suit but at a lower cost. The signature size, too, grew as the configurations grew; but the growth was
much lower than the growth of the signing and verification costs. This trend aligns with recent research that focuses
on compact threshold and ring-signature designs and that is mindful of the deployment constraints imposed by
computational overhead (Wang et al., 2024; Wu et al., 2025). The results are also comparable with the design
vision of LoTRS that aims to create efficient lattice-based threshold ring signatures with practicality for post-
quantum applications (Jagganath et al., 2026).

Signing, verification and ring public-key costs were significantly impacted by the increase in ring size. The more
public-key components and cryptographic relations to process, the more arithmetic operations and memory are
required, and larger rings need more. This aligns with lattice-based ring-signature research, where ring structure
and proof complexity are crucial factors for efficiency (Zhang et al., 2025). More generally, lattice-based digital
signatures also suffer from such considerations; the size of the lattices and the degree of polynomial operations
directly affect the computational complexity (Ducas et al., 2018). So, efficient lattice implementations rely on
parameter and arithmetic optimisation as well as on the security strength (Albrecht et al., 2018).

Signing and verification time was especially sensitive to threshold size. The cost of producing and validating
signatures grew as (T) grew, due to the extra computation/signature aggregation needed for the signer. This is
aligned with the recent research work on threshold signatures, where reducing communication and limiting
interaction are significant design considerations because threshold interactions can incur significant overhead
(Boschini et al., 2025; Chairattana-Apirom et al., 2025). The observed increase in aggregation cost also mirrors the
difficulty of aggregating multiple contributions of cryptographic operations in a structured threshold setting.

One of the important conclusions was that the expansion of the signature is much slower than the increase in the
computational cost. This indicates that raising (N) and (T) comes with a higher cost in processing time than a
higher cost in final signature transmission size. This kind of behavior is good if the communication bandwidth is
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limited while computational resources are relatively plentiful. The pursuit of compactness continues to be a key
goal for contemporary lattices and ring-signatures, evident in logarithmic-size threshold constructions and sign-
then-prove designs (Wang et al., 2024; Zhang et al., 2025). Post-quantum schemes like gTESLA and the masking-
based lattice constructions exhibit a similar focus on compactness and ease of implementation (Bindel et al., 2018;
Esgin et al., 2024).

The experimental results suggest that lattice-based threshold ring signatures can be used in applications where
privacy and distributed authorization are both needed. It can be used for decentralized platforms, privacy-
preserving authentication, collaborative access control, blockchain use cases, and electronic voting. To show the
practical relevance of this cryptographic model, rejection-free threshold ring signatures have already been proposed
for receipt-free cloud e-voting (Wu et al., 2025). Generally, lattice-based cryptography is appealing due to its post-
quantum security guarantees and flexibility of implementation. Recent studies also focused on implementation
aspects and indicate the need for optimizing lattice signatures for resource-poor systems such as IoT (Rowank,
2025).

The drawback of the present study is the comparatively small number of benchmark configurations, use of only one
implementation of LoTRS, and measurements taken on one computational environment. As such, these observed
relationships do not necessarily represent the universal performance features of all lattice-based threshold ring
signatures, but instead the scaling patterns inherent in their specific implementation. Absolute execution times
might vary depending on the hardware architecture, the compiler settings, the set of parameters, or the
implementation optimizations.

Further research would be useful to test larger ring sizes and other thresholds to get more detailed scalability
profiles. A comparison of the efficiency of LoTRS to other lattice-based threshold signatures, ring signatures, and
post-quantum digital signatures would also help to better understand the efficiency of LoTRS. Besides runtime,
researchers should measure memory use, energy use, and how well parallelization is used, and how resistant the
implementation is to side-channel attacks. Analyses like these would help to characterize more fully the practicality
of use in distributed and resource-constrained post-quantum settings.

5. Conclusion

This work provides a comprehensive analysis of the performance and signature size trade-offs of lattice-based
threshold ring signatures on various ring size and threshold settings, using the benchmark dataset LoTRS. The
analysis revealed that the computational effort rises significantly with the ring size and threshold, and the biggest
impact on computation time is on signing and verification time. The increase in signing time was more pronounced
than the increase in verification time, especially for the large (N=100) sizes, which suggests that with higher
thresholds, the computational cost of signature generation is greater. The signature size, however, grew fairly
slowly, showing that the communication overhead of the final signature was fairly stable even as its computational
complexity grew significantly. However, ring public-key size increased significantly as the size of the parameters
increased, pointing to an extra storage and transmission consideration for practical application. As a whole, the
results have shown that a lattice-based threshold RS can be a practical distributed authorization system that offers a
desirable balance of computational efficiency, signer anonymity, and post-quantum security, though careful system
configuration is required to achieve this. For some applications that require low latency, the smaller and moderate
configurations may be more suitable, while for some applications that require higher anonymity sets or threshold
participation, the larger configurations may be suitable. Benchmarking should be continued for more parameters,
hardware platform, and alternative post-quantum threshold signature constructions, and additional security aspects
at the implementation level should be taken into account, as should memory consumption and energy efficiency.
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